Infrastructure Monitoring & Management

ISA Server

Sensor List

Client Request Fulfillment
Monitors the average response fime to client requests by
the ISA server,

Denied Sites
Monitors number of denied sites clients attempt to
access.

Disk Cache Failure
Monitors ISA Server for failures reading from or writing to
the disk cache due to I/O failure.

DNS Resolutions
Monitors the percentage of aftempted DNS
resolutions that fail.
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Failed Requests
Monitors the percentage of requests to the
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’ Monitors the percentage of DNS names

requested by firewall clients that are served from
the ISA Server Firewall Service DNS cache.

Generic Port Scan Attack
Detects generic port scan attacks against the ISA server.

High Cache Memory Usage
Monitors the percentage of memory allocated to ISA
Server currently in use.

IP Half Scan Attack
Detects IP half scan attacks against the ISA server.

ISA Server Performance
Writes miscellaneous ISA Server statistics to the Heroix eQ
performance database.

ISA Server Performance Checks
Checks some basic performance indicators.

ISA Server Process Busy
Checks if any of the ISA Server processes are using
excessive CPU.

ISA Services
Monitors the status of ISA Server services.

Land Attack
Detects land attacks against the ISA server.

Low Cache Memory Usage
Monitors the percentage of memory allocated to ISA
Server currently in use.

Out of Band Attack
Detects out-of-band attacks against the ISA server.

Ping of Death Attack
Detects ping of death attacks against the ISA server.

UDP Bomb Attack
Detects UDP bomb attacks against the ISA server.

Web Proxy Cache
Monitors the percentage of requests to the ISA server
Web proxy service fulfilled from the cache.

Web Proxy DNS Cache

Monitors the percentage of DNS resolution requests
made to the Web proxy service that are fulfilled from the
DNS cache.

Well Known Port Scan Attack
Detects well known port scan aftacks against the ISA
server.
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